
Ms. Marlene H. Dortch, Secretary 
Federal Communications Commission 
9300 East Hampton Drive 
Capitol Heights, MD 20743 

RE: Eltopia Communications, LLC 
EB Docket No. 06-36; CY2015 

Dear Ms. Dortch: 

February 26, 2016 
Via ECFS Filing 

Attached for filing is the Calendar Year 2015 CPNI Compliance Certification and Statement of CPNI 
Procedures and Compliance as required by 47 C.F.R. Section 64.2009 (e) submitted on behalf of the 
Eltopia Communications, LLC. 

Any questions you may have regarding this filing should be directed to my attention at 407-740-3006 or 
via email to croesel@tminc.com. 

Thank you for your assistance in this matter. 

Sincerely, 

/s/ Carey Roesel 
Consultant to Eltopia Communications, LLC 

cc: Will MacHugh - Eltopia (Via Email) 
file: Eltopia - FCC 
ans: FCCxl601 

Enclosures 
CR/lw 

2600 Maitland Center Parkway, Suite 300 - Maitland, FL 32751 
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ANNUAL 47 C.F.R. § 64.2009(c) OFFICER'S CElnIFICATJON O.F 
CUSTOMER PROPlUETARY NETWORK .INFORMATION (CPNT) COMPLIANCE 

EB Docket 06-36 

Annual 64.2009(e) CPNr Certification for 2016 Covering calendar year 2015 

Name of company(s) covered by this certificn.tion: E.ltopia Communications, LLC 

Form 499 Filer lD: 825907 

Name of signatory: Will MacHugh 

Title of signatory: President 

I. I, Will MacHugh", certify that I am an office.r of the company named above, and acting as 
an agent of the company, that I have personal knowledge that the company has 
established operating procedures that are adequate to ensure compliance with the 
Commission's CPNI rnles. See 47 C.F.R. §64.2001 et seq. 

2. Attached t<) this certification is an accompanylug statement explaining how the 
company 's procedures ensure that the company is in compliance with the requirements 
(including those mandating the adoptio.n of CPNI procedures. training, recordkeeping, 
and supervisory review) set forth in §64.2001 et.seq. of the Commission's rules. 

3. The company b~s not taken actions (i.e., proceedings instituted or petitions filed by a 
company at either stat~ commissions, the court system, or at tht~ C{)Jnmission against data 
brokers) against data brokers in the past year. 

4. The company has not received customer complaints in the past year concerning the 
unauthorized release ofC.PNJ. 

5. The company represents and warrants that the above certification is consistent with 47 
C.P.R. § 1.17 which requires truthful and accunrte statements LO the Commission. The 
company also acknowledges that false statements and misrepresentations to the 
Commission are punishable under Title 18 of the U.S. Code and may subject it to 
enforcement action. 

. Will Mac~u.gh, President 

Attachments: Accompanying Statement explaining CPNI procedures 
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Attachment A 
Statement of CPNI Procedures and Compliance 
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'ELTOPIA COMMUNICATIONS, L.LC 

ST A TEMENT OF CPNI PROCEDURES AND COMPLIANCE 

USf: Oll' CPNI 

EllOpia Communications, LLC ("Eltopia" or "Company'') does not use or permit access to CPNI 

to market any telecommunications or non-telecommunications services. Notwithstanding the 

services that the company offers, Eltopia has frai11ed ffs"'personnel not to use CPNJ for marketing 

purposes. Should Eltopia elect to use CPNI in future marketing efforts, it wi ll follow lhe 

applicable rules SCl fonh in 4 7 crR Subpart U, including, if ne<:essary' the institution of 

operational procedures to ensure that notifica'tion is provided and customer approval is obtained 

before CPN1 is used or disclosed. 

PROTECTION OF CPNI 

Eltopia has instin1tcd training procedures and a corresponding disciplinary process to ensure that 

its personnel understand and comply with restrictio:ns rl!garding the use and disclosure of, and 

access to, CP}ll. Requests for CPNf by law enforcement agencies are only grante'd if a subpoena 

is provided or if the customer provides written permission. 

DISCLOSURE OF CALL D.ETAIL OVER PHONE . 

The Company does not disclose CPNI over the telephone in response to a customer-initiated 

telephone inquii)'> unless 1he customer can provide tl1e call detail information that is the subject of 

the inqui ry without the assistance of a customer service representative. If it elects to do so in the 

future, it will follow the applicable rules set •forlh in 47 CFR Subpart U, including the 

implementation of authentication procedures that do not require the use of. readily available 

biographical informarion or account information and customer notification of account changes. 

DISCLOSURE OF CALL DETAIL ONLINl!:. 

The Company does not disclose CPNJ on-line. If it elects to do so in the future, it will follo\v the 
p . I ~ . , 

applicable rnles set forth in 47 CPR Subpan 0, focltiding the. Implementation of authentication .,. 

procedures that do not require the use of readily a~ailable biw,~raphical information or account . 
information and customer notification of account changes. 
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ELTOPIA COMMUNICATIONS, LLC 

STATEMENT OI~ CPNI J>UOCEDURES A1'lD COMPLIANCE 

(Continued) 

DISCLOSURE OF CPNI AT n ETAIL LOCAT IONS . . '·-.·· ·. 

Eltopia does not have any retail locations and Lhcrcfore does not disclose CPNI in-store. 

NOTTFICATTON TO LAW ENFORCRMENT 

The Company has procedures in place to notify law enforcement in the event of a breach of 

customers' CPN! and to ensure that the· affected .customers are.not notified of the breach before .. 

the time· period set forth in ihe FCC's rules, ror,~ if applicable, when so authorized by I~iw 

enforcement. Specifically, as soon as practicable, and in no case late1· than seven business days 

upon learning of a breach, the company will notify the U.S. Sccn~l Service and the FBI by 

electronic means, as required by FCC regulations. The company will not notify customers or 
. ' 

disclose a breach to the public until seven full business days have passed after notificarion lo the 

U.S. Secret Service and the F'Bl, unless i~ belie~es~\h~re~fa an extraordinarily urgent need to notify 

customers before seven days in order to avojd i\i1~ediate and irreparable harm. In that instance, it 

will only nmify such customers ajie1: consultation with the relevant investigating agency and will 

cooperate with the agency's request to minimize any adverse effects of the custon!er notification .. 

II' the Company receives no response from la\~ enforcement aftc~ the seventh full business day, it 

will promptly proceed to inform the custome,rs whose,._CPNJ was disclosed of the breach. The 

company will delay notification to customers or the public if requested to do so by the U.S. Secret 

Service or FB I. Notifications to law enforcem~nt and customers arc handled by a designated 

supervisor level employee responsible for managing ~he company's CPNI compliance. 

The Company has . not had any breaches of its 'customers' CPNI during the past year, but does 

have processes in place to ensure lhar·it maiii.taitis electronic recor<.is of any breaches that are · 

discovered and of notifications made to the tr.S. Secret Service and the f.BT, as well as 1.0 

customers, for a period of at least two years. Information regarding any breaches and 

notifications will be maintained by a designated supervisor level employee responsible for 

managing the company's CPNI compliance. 
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E LTOPIA COMMUNICATIONS, LLC 

STATEMENT OF CPNI PROql:DURES AND COMPLJANCE 

(Continued) 

ACTIONS AGAINST DATA BROKERS 

The Company has nol taken any actions against data brokers in the lust year. Eltopia has 

processes in place to safeguard the call detail information from improper use or disclosure by 

employees; and to discover and protect against attempts by third parties to gain unauthorized 

access to these records. All call detail is stored in a -database that is protec~ed; only authorized 

Eltopin personnel have access to the database. It is not accessible by anyone outside the company. 

CUSTOMER COMPLAINTS ABOUT CPNI BREACims 

The Company did not receive any customer complai.n(s about the unauthorized release ofCVNf or 
.· 

th~ unauthorized disclosure of CPN1 in calendar year 201 S . 
• j ._ 

Il'fFORl\tli\TlON ABOUT PRETEXTERS 

The Company has not developed any in·fo1;mation with respect to the processes pretextcrs are 

using ro attempt to access CPNl, but does take steps to protect CPNI from pJctcxters as described 

in this statement. 
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